
Cipherfile User Guide
Cipherfile is software created by Custom Software Group. The purpose of 
Cipherfile is to encrypt files from your desktop computer. In order to open 
encrypted files, you need to use the Cipherfile decryption key. These key are 
generated by Cipherfile whenever you encrypt a file.  The decryption key is 
stored in a separate file on your computer. You can share those encrypted 
files with someone to whom you provide the decryption key. 

How to install Cipherfile
Download the CipherFile software from our website.  If Windows doesnt' automatically run 
the installer, simply select the More Info link and then choose 'Run Anyway' for the installer
to execute.

Follow the installer prompts
 

 
 



 

 
 
 
 

Double click the CipherFile icon on your desktop to open the application.
 

 
 
 
 



UNINSTALLING CIPHERFILE VERSION 1.0 
 (you will need to uninstall CipherFile if upgrading to a newer version)

To uninstall, open the file from the following location on your computer: 
C:\Program Files\Cipher File\Uninstaller
Double click "Uninstaller.jar" file and the program will be removed from your computer. 
 
 

 
 
 

USER INTERFACE CONTROLS

The user interface is very simple to use.   To select a file from your computer use the 
'Select Files' button.  When you select your file, it will appear in the column under 
'Filename'.  Ready status indicates that the file selected is ready to be encrypted. Select 
'Start' to encrypt the file, then the 'Ready' status will change to Encrypted once complete. 
 

 
 
 
 



 
 
 
HOW TO DECRYPT FILES

To decrypt a file, open CipherFile, click on the 'Decrypt' tab > 'Select Files', > 'Start'
 You will be asked to enter the password. If you have forgotten your password, there is no 
way to decrypt the file.   To find the location of your encrypted files you may click on 'Open 
Location' 

HOW TO ENCRYPT FILES

To enecrypt a file, open CipherFile, click on the 'Encrypt' tab > 'Select files'> 'Start' 
 
 
SHARING ENCRYPTED FILES

•Send the cfx data file and the cfk key file to your recipient. 

•It is recommended that you send the key file and data file through separate mediums.  For
example, you may upload the datafile to dropbox so your recipient can download it from 
there, and then send the key file via email. 

• Receiver will need to have CipherFile downloaded to decrypt the file. 
 
•Both files need to be saved to the same directory. 

LOCATION OF ENCRYPTED FILES
CipherFile always saves your encrypted files in the same folder as the original file.  It is up 
to you what you do with the original file.  Some people may choose to delete the original 
file or some may want to keep a copy of it. 
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